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Introduction

. NERSC (North East Reglonal Smartcard

creating a users 1dentity.

* Digital identities, located on a smart card, allow
users authenticated access to online and ofﬂineﬂ

services and products. -
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What are the business benefits ?

* Regional infrastructure

— Eduction (Sunderland University)
— Football clubs

— Local Government employees

— Benefits claimants
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Technology

1nfastructure managed by Diginus Ltd.
* Root certificates created and stored on a SafeNet
Luna SA key in hardware device.

* Project management by Fujitsu UK.
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Implementation

e An API between AIMS and the PKI allows

Registration Agents to securely download
certificates and key pairs and submit a revocation

request. -
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Implementation (cont)

. The encrypted keys and certs are decrypted and

* An RA operator processes the revocation requests

whenever they occur. We have an automated
process to mail the operator.

* An automatic routine creates a CRL daily
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Proposed Enhancements

* The method of creatmg anonymous certlﬁcates

approvals.

* Hope to use the OpenCA shell interface of 0.9.3
to create an online CA. There will be a

requirement for high trust personalised _g= 5
certificates. d } g I llllS



Enhancements (Cont)

t the moment we have scrlp hat “scrape” the
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Where is the project now ?

* 2 Pilots 1n place so far.




